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The DMHC Encourages Flexibility After 
Cyberattack on Change Healthcare 
Learn how you can assist providers affected by this 
incident and maintain delivery system stability. 

On February 21, 2024, Change Healthcare, a software and data analytics subsidiary of 
UnitedHealth Group’s Optum unit, and a major claims clearinghouse handling 
approximately 50% of all medical claims in the United States, experienced a 
cybersecurity incident that resulted in nationwide product outages impacting payers, 
providers and pharmacies. 

In response to this incident, on March 11, 2024, the Department of Managed Health 
Care (DMHC) issued All Plan Letter 24-005, Flexibilities to Ensure Delivery System 
Stability Following Cyberattack of Change Healthcare. APL 24-005 strongly 
encourages health plans, their participating physician groups (PPGs) or Independent 
Practice Associations (IPA), their delegates, downstream entities, and capitated 
hospitals using Change Healthcare’s services to adopt flexibilities to ensure system 
stability.  

As a Health Net provider partner, the DMHC and Health Net highly encourage you to 
take the following actions to help ensure system stability for your providers during 
this outage.   

 Waive electronic claim submission requirements and accept paper claims.  

 Remove or relax timely claims requirements and not deny received claims as 
untimely. 

 Continue to process and pay claims in a timely manner.  

 If prior authorizations were impacted, consider removing and/or relaxing prior 
authorization requirements.  

 Provide regular updates through online platforms such as websites and portals.  

Additional information 

For additional information regarding the Change Healthcare incident or how you can 
help ensure system stability during this outage, refer to the resources provided on 
the next page or contact the Provider Engagement team by email at 
HN_Provider_Relations@healthnet.com. 

THIS UPDATE APPLIES TO  
CALIFORNIA PROVIDERS: 
 Participating Physician Groups 
 Capitated Hospitals 

LINES OF BUSINESS: 
 IFP  

 Ambetter HMO  Ambetter PPO 
 Employer Group 

 HMO/PPO 
 POS 

 Medicare Advantage (HMO/PPO)  
(Wellcare By Health Net) 

 Medi-Cal – Health Net (all counties) 
 Medi-Cal – Community Health Plan of 

Imperial Valley 
 Medi-Cal – CalViva Health 

  

PROVIDER SERVICES 
provider_services@healthnet.com 

Ambetter from Health Net IFP  

Ambetter PPO  844-463-8188 

Ambetter HMO  888-926-2164 

Health Net Employer Group HMO, POS  

& PPO  800-641-7761 

Medicare (individual & employer group)  

(Wellcare By Health Net)  800-929-9224 

Medi-Cal (including CS and ECM providers) 

 800-675-6110 
Medi-Cal Community Health Plan of 
Imperial Valley – 833-236-4141 

Medi-Cal CalViva Health – 888-893-1569 

Behavioral Health providers – 844-966-0298 
 

PROVIDER PORTAL 
provider.healthnetcalifornia.com 

PROVIDER COMMUNICATIONS 
provider.communications@healthnet.com 

*Health Net of California, Inc., Health Net Community Solutions, Inc. and Health Net Life Insurance Company are subsidiaries of Health Net, LLC and Centene Corporation. Health Net is a 
registered service mark of Health Net, LLC. All other identified trademarks/service marks remain the property of their respective companies. All rights reserved. CONFIDENTIALITY NOTE FOR 
FAX TRANSMISSION: This facsimile may contain confidential information. The information is intended only for the use of the individual or entity named above. If you are not the intended 
recipient, or the person responsible for delivering it to the intended recipient, you are hereby notified that any disclosure, copying, distribution, or use of the information contained in this 
transmission is strictly PROHIBITED. If you have received this transmission in error, please notify the sender immediately by phone or by return fax and destroy this transmission, along with 
any attachments. If you no longer wish to receive fax notices from Provider Communications, please email us at provider.communications@healthnet.com indicating the fax number(s) 
covered by your request. We will comply with your request within 30 days or less. 
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Resource URL QR Code  

DMHC APL 24-005, Flexibilities to 
ensure delivery system stability 
following cyberattack of Change 
Healthcare 

https://www.dmhc.ca.gov/Portals/0/Docs/OPL/
APL%2024-005%20-
%20Change%20Healthcare%20Cyberattack%20(
3_11_24).pdf?ver=woTBoEFEao2p_2juTGjyiw%3
d%3d 

 

 

Health Net’s Change Healthcare 
Outage Information 

healthnet.com/ChangeHealthcare 

 

 

 

 

Centene Change Healthcare 
Outage Overview 

www.centene.com/change-healthcare.html 
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